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ABSTRACT

Unezpected failures of mission-critical communication systems
used in the military necessitate the integration of conformance
testing with the protocol design process. Such an integration
will allow for the removal of costly mistakes from a specifi-
cation at an early stage of the development process and will
enhance the confidence in systems. This paper demonstrates
how a close relationship between the protocol specification and
conformance test sequence generation enables a more rigor-
ously tested product.

The study presented in this paper applies the algorithms de-
veloped earlier for the detection and removal of inconsisten-
cies in VHDL specifications to the Local Proxy component
of the Adaptive Computing Architecture (ACA) specification.
The ACA, a military-oriented network architecture prototype,
is designed to manage the ever-changing defense network re-
sources according to pre-defined network policies. Based on
the results of the study, we recommend modifying the design
to remove redundancies, uncover missing actions, and reor-
ganize portions of the specification to improve its testability.

Keywords: interoperability, military communication systems,

networking, adaptive computing architecture, conformance
testing, VHDL.

1. INTRODUCTION

Despite advances in formal methods of specification and tech-
nology, there is no guarantee that a complex communication
or a digital system is implemented according to its specifica-
tion. To increase the confidence and detect errors in mission-
critical systems used by the military, the systems must be
tested rigorously before they are deployed as services. In con-
formance testing, which is the most formidable task among
the existing test methodologies, discrepancies between an im-
plementation and its specification are detected.

The US Department of Defence adopted VHDL (Very High
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Speed Integrated Circuit Hardware Description Language)
as the only acceptable specification language for the depart-
ment’s digital ASIC systems. VHDL is widely used to model
digital systems at different levels of abstraction ranging from
the algorithmic level to the gate level. Recently the language
has been also used to model communication protocols [4, 5].

Due to the use of internal variables, the external behavior
of protocols specified in VHDL are often modeled as Ex-
tended Finite-State Machines (EFSMs), finite-state machines
(FSMs) combined with internal variables. Since certain paths
of the EFSM model may require conflicting conditions, gen-
erating feasible test sequences for an EFSM model is quite
challenging.

If a VHDL specification is modeled as a consistent EFSM,
FSM-based test generation methods can be directly applied
to generate minimum-length test sequences. An EFSM is
consistent if it is free of condition-to-condition, action-to-
condition, and action-to-action inconsistencies. An input set
that satisfies a condition may become invalid for subsequent
condition(s) of the same path, causing condition-to-condition
inconsistency [8]. Furthermore, variables that are updated
differently by actions of the specification may create action-
to-condition and/or action-to-action inconsistencies for con-
dition(s) and/or action(s) that occur later in the specification,
respectively. Algorithms for the detection and removal of in-
consistencies in VHDL models have been developed earlier in
this research [8, 9].

This paper illustrates the importance of integrating proto-
col specification and conformance test sequence generation to
enable the detection of costly errors at the design level be-
fore they are implemented. The VHDL specification of the
Local Proxy component of the Adaptive Computing Archi-
tecture (ACA), a military-oriented network architecture pro-
totype [2], is used as a case study. The ACA is designed to
manage the ever-changing communication network resources
according to pre-defined network policies (e.g, higher priori-
ties are given to applications belonging to high ranking com-
manders).

By integrating conformance test generation and protocol de-
sign of the Local Proxy of the ACA, various improvements/
recommendations have been submitted to the protocol de-
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signers, such as the identification of various missing actions,
the removal of redundancies, and the re-organization of por-
tions of the ACA specification to enhance its testability. Sim-
ilar case studies of military communication protocols are cur-
rently being considered.

The ACA and test generation for the Local Proxy are dis-
cussed in Section 2. Section 3 presents the improvements for
the Local Proxy. Conclusions are given in Section 4.

2. THE LOCAL PROXY OF THE ADAPTIVE
COMPUTING ARCHITECTURE

The requirements of defence networking and computing present
significant challenges to current architectures for distributed
computing. In particular, the mix of distributed comput-
ing, networks which provide variable bandwidth and relia-
bility and mission critical applications which must use these
networks demands new application architectures. The Adap-
tive Computing Architecture (ACA) has been proposed as
a framework based on ODP bindings that supports policy-
based adaptive management of network resources [2]. The
ACA maintains three key kinds of information about the sys-
tem: adaptive management policies, interface specifications
(with QoS requirements) and network topology and QoS mea-
sures.
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Figure 1: Adaptive Computing Architecture

Figure 1 is a high-level logical depiction of the ACA. The
Adaptive QoS Manager establishes and manages bindings
between application and service objects. The AQM is re-
sponsible for managing enterprise resource usage according
to the current policies by mediating new requests for service
and actively managing resource usage by existing bindings.
If network resources are not available (and policy dictates),
the AQM can pre-emptively shut down or adjust an exist-
ing binding to optimize its resource usage. Similarly, network
load can be reduced by inserting filter objects within a bind-
ing. The Policy Service stores the adaptation policies that
specify how and when the AQM should adapt to changing
resource availability. Adaptation policies typically fall into
one of three categories: i) usage preferences that are specific
to a particular kind of application, ii) policies that address
the trade-off of cost versus performance, iii) policies that are
modal and/or sensitive to user identity. The Network QoS
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Manager holds knowledge of the state of the network, con-
sisting of two distinct parts. The nominal network topology
and its associated QoS measures are expressed using the Net-
work QoS Specification Language (NQSL). The second part
deals with the current network state. The NQM must be
informed of the current network load by management inter-
faces on critical links and gateways. The NQM also uses the
information that it gathers to perform route selections and
preemption on the basis of required QoS parameters. The
Trader and Type Manager are supporting ODP services.

In order to validate the ACA it is desirable to test it on
a larger network than that used by our initial prototype.
DSTO is building an Experimental C3I Technology Envi-
ronment (EXC3ITE). Therefore, we have chosen to model
the EXC3ITE network as a realistic exemplar heterogeneous
defence network to support a simulation of the ACA. The
simulation model of the ACA represents an implementation
of the architecture. The AQM is implemented as two dis-
tributed components. The first part is a local component
that is present on all workstations. This part of the AQM
implements policies local to the workstation and provides an
interface between applications and the architecture. Second,
aspects of the AQM which have wider impact form part of
a LAN component. The local component is modeled as two
related processes: Local Proxy and Local Proxy2. The main
function provided by the Local Proxy process is to manage a
set of Local Proxy2 processes which in turn re-direct appli-
cation requests to the LAN Proxy component and performs
local monitoring for the application.

The behavioral model of a VHDL specification can be used
as a formal description for a communication protocol [4, 5].
The behavioral model of the Local Proxy component has been
specified in VHDL, where the architecture is represented in
a single normalized process. An EFSM representation of the
Local Proxy is constructed from its VHDL behavior descrip-
tion (since internal variables are used in the specification, a
simpler FSM model could not be utilized). The main func-
tionality of the local Proxy component is depicted when the
component is in its listen mode. Due to space constraints of
this paper, only a portion of the EFSM model of the Local
Proxy, that portrays the component’s listen mode, is pre-
sented in Figure 3. In the specification, when the else part of
an if statement is missing, a ”complementary” else statement
with a null output is created. The complementary edges of
Figure 3 include esq, €25, €36, and eys.

2.1. Conformance Testing

The Local Proxy is formally specified in VHDL, which is gen-
erally modeled as an EFSM. During the process of generating
the conformance test sequences, the existence of inconsisten-
cies among actions and conditions of the EFSM model of the
Local Proxy are checked. Such inconsistencies solely indicate
that some of the graph edges representing the EFSM cannot
be traversed together with certain other edges. Therefore,
inconsistencies in an EFSM model do not imply errors in the
specification. The inconsistency detection algorithm reported
in [8], which uses symbolic execution [6] and graph splitting
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techniques, is applied to the EFSM model of the Local Proxy.
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Figure 2: The Local Proxy of ACA

To determine if an EFSM model of a VHDL specification is
consistent, action-to-action and action-to-condition inconsis-
tencies are first eliminated. In a breadth-first manner, vari-
ables used for the conditions and actions for the outgoing
edges of a node, s;, are updated to their current symbolic
values. If at least one of these variables is updated differently
in the path(s) from the initial node to s;, all the nodes acces-
sible from s; are split into parallel nodes. The next step is
to detect condition-condition inconsistency. In a depth-first
manner, the total predicate of the path leading to node s; is
accumulated. If the path predicate is not feasible, the EFSM
is inconsistent. Otherwise the detection is continued in the
depth-first manner.

The EFSM model of the Local Proxy is found to be incon-
sistent. For example, a test sequence with the edges esr,
es7, and e43 requires TCP_ICI_IN_INF_TYPE to be ESTAB,
SG_FWD, and CLOSE/ABORT, respectively. Since the signal
TCP_ICIIIN_INFTYPE is not updated in the walk containing
these edges, executing such a test sequence is not feasible.

Once the inconsistencies are detected in the Local Proxy,
they can be removed from the EFSM model by applying
the algorithms reported in [9]. The first algorithm eliminates
action-to-condition and action-to-action inconsistencies from
the EFSM model. In a breadth-first manner, if the condi-
tions and/or actions for the outgoing edges of s; use variables
modified differently in the paths leading to s;, then s; and
all nodes accessible from it are split into parallel subgraphs.
The number of times that a node is split is determined by
the number of different values for the variables causing the
inconsistencies at s;. The condition-to-condition inconsisten-
cies are removed by applying the second algorithm reported
in [9]. During the removal, in a depth-first manner path con-
ditions up to node s; are accumulated. If the conditions for
outgoing edges from s; conflict with the accumulated path
conditions, s; and all nodes accessible from it are split into
parallel subgraphs. The number of times that a node is split
depends upon the number of condition sets for the variables
of the outgoing edges of s;.

During the node splits, a node that can be accessed from s; is
split only if the path between the two nodes does not contain
any intermediate read condition(s) for the variable(s) that
are causing inconsistencies. For example, in the Local Proxy,
because of the ”wait” statement in eq9 (i.e., a "read” type of
statement), the nodes accessible from s»g are not split. Figure

3

Figure 3: The EFSM Model of the Local Proxy

4 shows the final graph after inconsistencies are removed.

The conformance tests for the Local Proxy are generated by
using the Rural Chinese Postman (RCP) method, which com-
bines the rural postman tours and the unique input/output
(UIO) sequences [1]. The RCP method is developed for FSM
models and therefore does not address the issue of inconsis-
tencies. However, after the inconsistencies are removed, the
EFSM model of a specification effectively becomes an FSM
model which then can be used with the RCP method. A min-
imum length test sequence generated by the RCP method for
the Local Proxy consists of 185 steps. (During this early step
of the case study, the test sequence is generated without using
the UIO sequences.)

3. IMPROVEMENTS TO THE LOCAL PROXY
SPECIFICATION

The integration of the conformance test generation for the Lo-
cal Proxy with the protocol design improved both the testa-
bility and the completeness of the protocol. Through the
conformance test generation for the Local Proxy, some redun-
dancies were identified and eliminated from the specification,
certain portions of the specification were restructured to im-
prove the testability of the protocol, and missing actions were
identified. The following sections highlight the observations
regarding the testability of the Local Proxy.

3.1 Redundancies in Specifications

UIO sequences are planned to be used for the state verifica-
tion during conformance testing. It has been shown that, if a
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Figure 4: EFSM Model of the Local Proxy After Inconsisten-
cies Were Removed

state of an FSM/EFSM does not have an equivalent state, it
possesses a UIO sequence [7]. Two states are said to be equiv-
alent if the permissible input set for one is a subset for the
permissible input set of the other and the corresponding out-
puts and next states are the same [3]. Two states are also k-
equivalent if the pair cannot be distinguished with a sequence
of length k. The main reason that UIO sequences cannot be
used for FSMs/EFSMs containing equivalent states is due to
the inability to detect transfer errors. A transfer error on an
edge from state s; to s; can cause the implementation under
test (IUT) to move to a different, but equivalent, state from
sj. Failure to identify a state may allow for non-conformant
IUTs to successfully pass the conformance tests.

To describe the protocol behavior precisely, a protocol de-
signer may repeat certain portions of the specification several
times. Such redundancies will eventually lead to the forma-
tion of equivalent states, impairing the testability of the ITUT.
Therefore, balancing the clarity of the specification with its
testability is an important issue to be addressed at the design
stage.

In the process of forming UIO sequences for the Local Proxy,
it is observed that some of the states produce identical out-
puts for the same inputs, and their next states are 2 or 3-
equivalent. For example, the input/output set for sq0 is iden-
tical to that of s15 and the sets of their adjacent nodes ({s19,
s21} for sog and {s14, s16} for si5) contain 2 or 8-equivalent
nodes. Therefore, nodes s19, s29, and s2; can be merged with
S14, S15, and sig, respectively. Since the number of nodes
and edges will be reduced after the merge, the length of test
sequence will be also shorter.

For testing purposes, the behavior of an EFSM is transformed
to an FSM by duplicating some of the nodes and edges of the
EFSM graph [8, 9]. The number of states could dramatically
increase if proper methods of expansion are not employed.
The removal of the redundant states is also helpful in reducing
the number of states in the resulting FSM graph.

3.2 Structure of EFSMs

Generally, a protocol can be specified in several different ways
leading to different FSMs/EFSMs all of which accomplish the
same task(s). The EFSM model of a VHDL specification con-
sists of interconnected data flow subgraphs. In this section,
the effects of the EFSM structure on the length of the test
sequences and error detection are discussed. By rearranging
the ending nodes for some edges of the graph representing the
EFSM model of the Local Proxy reduces the length of the test
sequences. Furthermore, for each if statement whose corre-
sponding else statement was not present in the VHDL specifi-
cation, a complementary edge, with a null output, was created
and augmented to the graph representing the EFSM model
of the Local Proxy. Some of these complementary edges later
led to identification of missing actions that were mistakenly
omitted.

Due to the inconsistencies among the actions and conditions [8],
automated test generation for EFSM-modeled protocols be-
comes a difficult process. The graph of an EFSM model might
be split multiple times to remove the inconsistencies, where
each split node may increment the length of the test sequence.
The complexity of splitting nodes and edges of the EFSM
graph (and hence the length of test sequence) can be reduced
at the design stage by excluding some of the inconsistencies
from the specification.

if (x=1) if(x=1)
then A := b; then A := b;
else if (x = 2) else null;
then A :=¢; || end if;
else null; if (x =2)
end if; then A := ¢;
end if; else null;
end if;
(5.a) (5.b)

Figure 5: Examples of Two VHDL Specifications

The topological interconnection among these subgraphs has a
direct impact on the length of tests generated for the EFSM.
A cascade of data flow subgraphs that use the same condi-
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tional variables can be interconnected such that the number
of infeasible paths are minimum (provided that the control-
ling variables are not updated in these data flow subgraphs).
By minimizing the infeasible paths, the test sequence length
can be shortened.

Figure 5 shows two fragments of different VHDL specifica-
tions, which are equivalent in terms of their functionalities.
Their corresponding EFSM models, however, differ signifi-
cantly. All paths for the EFSM model of Figure 5.a are
valid and thus the EFSM is consistent. However, the EFSM
model of Figure 5.b contains condition-to-condition inconsis-
tency and an infeasible path. The EFSM model of Figure 5.b,
therefore, requires mechanisms to remove the inconsistency,
which increases the complexity of the test generation process.

A simple but important example that supports this case can
be found in the Local Proxy. As stated in Section 3, it is not
possible to include es7, e37, and e43 in the same test sequence.
This problem will be resolved when the inconsistencies are
removed from the EFSM model. The work of splitting some
nodes, however, could have been prevented if the tail nodes
for esg, €34, €35, €38, €40, and e4; were combined as sog. Such
combination of tail states can be achieved by using the format
depicted in Figure 5.a for conditions of outgoing edges of s17,
s22, and so5 (which currently use the format of Figure 5.b).

Therefore, where possible, the conformance testers provide
recommendations for the sections of the EFSM graph that
requires heavy splitting due to inconsistencies. Restructur-
ing the specification may reduce the complexity of the test
generation process, while reducing the test sequence length
(without trade-offs).

As indicated earlier, the EFSM model of the Local Proxy con-
tains complementary edges such as e, €25, and ezg. The ac-
tions of these complementary edges of Local Proxy are further
discussed with the designers to clarify if they were inserted
correctly. During these discussions, it is observed that some
of the complementary edges were the only edges connecting
some subgraphs to the rest of the EFSM graph. For exam-
ple, if e26 and esg (complementary edges) were removed from
Figure 4, s25.1 and s15 would become nodes without incoming
and outgoing edges, respectively.

This observation revealed that certain actions were left un-
specified in the Local Proxy. As an example, let us consider
the actions of the complementary edge esg. The messages
received from TCP/IP are of three types: connection estab-
lished, segment received, and connection closed/aborted. The
Local Proxy takes appropriate actions dictated by the type of
the message received from TCP/IP. After the action-to-action
and the action-to-condition inconsistencies are removed, it
must be true for all nodes of the subgraph starting s;g and
ending ssg of Figure 4 that conn_idx # NEGAT-1. Thus,
traversing the complementary edge of esg, with conn_idx #
NEGAT_1 input and null output, is feasible. However, discus-
sions with the designers revealed that the unspecified actions
were left out by mistake and esg should not have been a com-
plementary edge. The actions of esg, corresponding to the
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TCP/IP message signaling for connection established needed
to be specified when TCP_ICI.IN.INF.TYPE = ESTAB and
conn_idx # NEGAT_1.

The modification made to the Local Proxy specification based
on the reachability analysis demonstrates the need for inte-
grating the protocol development with the conformance test
generation process. This integration will allow for the removal
of costly mistakes from the specification at an early stage of
the development, before they propagate into many different
implementations possibly combined with other errors.

4. CONCLUSIONS

This paper presents a case study to illustrate that the pro-
cess of formally specifying a protocol can be combined with
the process of conformance test generation, resulting in a
more rigorously tested product. In the case study presented
in this paper, the inconsistency detection and removal algo-
rithms of [8, 9] with automated test generation techniques
of [1] are applied to the VHDL specification of the Local
Proxy component of the ACA [2]. Based on the results of the
conformance test generation process [8, 9], various improve-
ments/recommendations have been submitted to the Local
Proxy designers, such as the identification of various missing
actions, the removal of redundancies, and the re-organization
of portions of the specification to enhance its testability. Sev-
eral other VHDL specifications of protocols used in the mili-
tary are planned to be studied within this integrated frame-
work.
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