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ABSTRACT

The US Department of Defense requires that all digi-
tal ASIC systems used within the department’s branches
should be specified in VHDL (Very High Speed Integrated
Circuit Hardware Description Language). VHDL speci-
fications are typically modeled as Extended Finite-State
Machines (EFSMs). Developing efficient algorithms for
EFSM models to generate feasible test sequences with
acceptable lengths is a challenging task partly because
of the inconsistencies among the actions and the con-
ditions. Inconsistency detection algorithms for EFSM
models have been developed at the earlier stages of this
study. As part of realizable test sequence generation for
VHDL specifications, this paper presents algorithms for
the removal of inconsistencies in EFSM models. The
proposed method allows the direct application of the FSM-
based test generation methods by transforming the EFSM
models into equivalent FSMs while avoiding the well-
known state explosion problem, where possible. The in-
consistency detection and removal algorithms are planned
to be applied to the communication protocols used within
US Army CECOM and NATO.

Keywords: interoperability, military communication
protocols, VHDL, conformance testing, EFSM, FSM.

1. INTRODUCTION

Formal specification and modeling techniques contribute
towards the proper operation of an implementation be-
fore it is integrated with different components, most
likely manufactured by different vendors.

Since a deterministic finite state machine (FSM) can
represent the control structure of a protocol, FSMs have
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been used to model communication protocols to gener-
ate test sequences. However, for complex systems such
as MIL-STD 188-220 [4] and for VHDL specifications in
general, a more powerful mechanism of modeling, called
the Extended Finite-State Machine (EFSM), is used.

Although EFSMs are powerful enough to model com-
plex systems, generating tests with acceptable lengths
for EFSM models is much more difficult than for ordi-
nary FSM models. A major problem is the existence
of infeasible paths in an EFSM graph due to conflicts
among its actions and conditions. It has been shown
that if inconsistencies among conditions and actions of
an EFSM are removed, the FSM-based test generation
methods can be used for the EFSM model [7]. Therefore,
developing efficient algorithms that convert inconsistent
EFSMs to consistent EFSMs [7], without causing the
state explosion problem, is needed.

An EFSM is called consistent if it is free of condition-
to-condition, action-to-condition, and action-to-action
inconsistencies. A condition-to-condition inconsistency
in an EFSM graph occurs when a set of constraints
that satisfies a condition fails to be valid for subse-
quent condition(s) in the same path. A variable that
is updated differently in the paths leading to a node
of the EFSM graph causes action-to-action and action-
to-condition inconsistencies if such a variable is used in
actions and conditions of reachable edges from the node.

This paper proposes a method that effectively trans-
forms EFSMs into equivalent FSMs without creating
the well-known state explosion problem, where possi-
ble. As a result of this transformation, for typical cases,
the FSM-based test generation methods can be directly
applied to VHDL specifications. The proposed method
transforms a general EFSM to a consistent EFSM by us-
ing techniques similar to symbolic execution and graph
splitting [2, 3, 5]. Communicating EFSMs (CEFSMs)
are not considered in this paper.
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The rest of this paper is organized as follows: Section
2 introduces the inconsistency removal algorithms and
conclusions are given in Section 3.

2. REMOVAL OF INCONSISTENCIES IN EFSM
MODELS

Tests generated for an EFSM model may not be realiz-
able in a test laboratory due to infeasible paths caused
by the inconsistencies among the conditions and the ac-
tions of the EFSM graph. However, if an EFSM is con-
sistent (or if its inconsistencies are removed), the FSM-
based test generation methods can be directly applied
to the EFSM. Detection of the inconsistencies (or lack
of them) is presented in [7]. In this section algorithms
for the removal of inconsistencies in the EFSM models
are presented. The algorithm in Section 2.1, removes
the action-to-action and action-to-condition inconsisten-
cies. In Section 2.2, Steps 2.a through 2.e use the graph
resulting from Section 2.1 to remove the condition-to-
condition inconsistencies. It is assumed that all actions
are linear, and all actions and conditions are homoge-
nized (i.e., if a condition or action does not use a vari-
able, its coefficient is 0).

A VHDL specification and its EFSM graph, given in
Figures 1 and 2, are used to illustrate the inconsistency
removal process. (Note that the signals X, Y, and Z
are referred to as variables X, Y, and Z for simplicity.)
The conditions and actions for the edges of the graph of
Figure 2 are defined in Table 1.

The EFSM graph shown in Figure 2 contains all three
types of inconsistencies. For example, conditions for eg
and eg require that X <= 0 and X > 10, respectively.
Therefore, a path including e3 and eg is infeasible. Fur-
thermore, a negative value of Y may cause an action-to-
condition inconsistency between e4 and eg. Action-to-
action inconsistencies exist among eg,es, eq,e5 and eg.
In Section 2.3 the inconsistency removal algorithms are
applied to the EFSM graph of Figure 2.

2.1 Action-to-action/condition inconsistencies

For a given node s; in the data flow graph, the cumu-
lative effect of actions up to s; which modify the vari-
ables are represented by a pair of matrices, called the
action update matriz pair, A; and B;. A; is an nxn ma-
trix, where n is the number of variables, and B; is an
nx1 vector. Associated with a given node s;, there may
be multiple action update matrix pairs A;j and Bi,k
(k = 1,...,K, where K is bounded by the number of
valid paths up to s;), each representing a different path
leading to node s; with a different set of variable modi-
fications by the actions. For the initial node of the data
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flow graph (i.e., the root), the action update matrices
of Ayoot 18 initialized to the identity matrix and Byoet
elements are initialized to 0.

library IEEE;

entity XYZ is
port (X, Y, inout integer;
Z: in integer);
end XYZ;
- - architecture of the entity;
- - Note: <=is the VHDL signal assignment operator;
architecture behavior of XYZ is
begin
process
begin
while (Z > 0) loop
if (X > 0)
then Y <= Y+10;
else Y <= Y411,
end if;
if (X > 5)
then Y <= Y+1,;
else Y <= Y+2;
end if;
if (X >10) and (Y > 5))
then Y <= Y+3;
else null;
end if;
if(Z=0)
then X <= 0;
else null;
end if;
wait on X;
wait on Y;
wait on Z;
end loop;
end process;
end behavior;

Figure 1: An Example of VHDL Specification.

name | condition action
€o (Z >0) null
el (Z2<0) null
e2 (X >0) Y: =Y +10
es (X<0) Y=Y +11
ea (X >5) Y:=Y+1
es | (X <5) V=Y +2
e6 ((X >10) AND (Y >5)) | Y:=Y +3
er (X €10) OR (Y <5)) null
es | (Z=0) X:=0
eo (Z #£0) null
€10 (event on X,Y, and Z) read X,Y,Z

Table 1: Edge Definitions for the EFSM of Figure 2.
Step l.a: In breadth-first manner, starting from the
initial node, get a node s;.

Step 1.b: For each action update matrix pair associ-
ated with s;, A; and B,y (k =1,...,K) , and for each
outgoing edge from s; to s;, form one or more action
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Figure 2: EFSM Model of the VHDL Specification Given in
Figure 1.

update matrix pairs of A;; and Bj,l (I=1,..,L, where
L is the multiplication of the number of action update
matrix pairs associated with s; and the number of out-
going edges from s; to s;). Each matrix pair represents
the accumulated action modifications above in the graph
up to node s;, including the edge from s; to s;.

Step 1.c:  Check the conditions and actions of the
outgoing edges of s;. If these conditions and/or actions
use any of the variables modified by the previous actions
(i.e., by the actions in a path leading into s; and ending
with the chosen outgoing edge from s; to s;), then s;
and the subgraph which contains all nodes and edges
that are reachable from s; need to be split into separate
parallel subgraphs. The number of subgraphs is deter-
mined by the number of different action update matrix
pairs that are associated with node s;. Each split copy
of node s; will be associated with one or more of the
corresponding pairs of A;; and Bj,l matrices. Note that
a node does not have to be split if the edges incoming
to it have read actions for the variables that are caus-
ing the inconsistencies, which replaces the old value of
a variable by an arbitrary new value.

Step 1.d: For each split node of s;, apply the action
update matrix pairs of A;; and Bjyk to the conditions
of the edges leaving s;.

Step 1l.e: Repeat the Steps 1.b through 1.d for the
next node chosen in the breadth-first manner.

To form an action update matrix pair, as required in
Step 1.b, the actions on an edge from s; to s; are mod-
ified. An action is in the form of v; = C * V + d, where
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v; is the left-hand-side variable of the action, C is an
n-element vector of coefficients, V is an n-element vec-
tor of variables, and d is a scalar.
of the variables, before the actions of this edge are ap-
plied, are in the form of V = A; * V + B;, where A,
and B; are the update action matrices associated with
node s;. For each one of action update matrix pairs as-
sociated with s;, application of an action update matrix
pair into this action variables means the substitution of
V in the action: v; = C(4; * V + B;) + d which yields
= CxA;*V +C % B; +d. In the new action up-
date matrix pair, the ith row of AZ ,j must be replaced
by (C * A;), and ith element of B; ; with (C' * B; + d).

The current values

Now consider the application of the action update ma-
trices to the conditions of the edge from s; to sj, as
needed in Step 1.d. A single condition of an edge is
in the general form of: C % V(op)d, where op is the
operator which can be =, <,>,! =,..., etc. This con-
dition will be modified based on the current values of
the variables vy through wv,, which are represented by
the action update matrix pair of A4; ; and Bi,j. In gen-
eral, the current values of the variables including all the
modifications by the edges up to this node is in the form
of: V = A;jo* vV + Bm Substltutlng V values in the
condition will result in: C(A;; * V + B ;)(op)d which
will simplify as E * V(op)f where E = C « A, j is an
n-element vector and f = C * B; ,j 1s a scalar.

2.2 Condition-to-condition inconsistencies

For a given node s;, the conditions that are accumulated
in the paths leading up to s; are represented by condition
matriz triplet, C;, OP;, and D;. Cj is a nxp matrix
where n is the number of variables and p is the number
conditions that are accumulated up to node s;. ONPi isa
px1 vector representing the relations of =, <, >,! =, ...,
etc. The px1 vector of D; contains the scalar values of
the accumulated conditions. Similar to the case of action
update matrix pairs, there may be multiple condition
matrix triplets, C; i, O~Pi,k, and ﬁi,k (k=1,..., K where
K is bounded by the number of valid paths up to s;).
Each triplet represents a different set of accumulated
conditions from a valid path leading up to node s;. The
condition matrix triplets for the root node are empty.

Step 2.a: In breadth-first manner, starting from the
initial node of the graph from Step 1, get a node s;.

Step 2.b: For each condition matrix triplet of node s;,
Ci ks O~Pi7k, and Di,k, and for each outgoing edge from
s; to s, form a condition matrix triplet Cj, O~P,~,l, and
Dz,l (I =1,..., L where L is the number of outgoing edges
from s; to sj). The sizes for condition triplet matrices
are mxn for C;;, mxl for O~Piyl and Di,l (m=p+r
where p is the number of matrix triplets for s;, and r is
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the number of conditions of the edge from s; to s;).

Step 2.c: Check the conditions of the outgoing edges
of sj. If these conditions use any of the variables from
Cii, then s; and the subgraph which contains all nodes
and edges that are reachable from s; must be split into
separate parallel subgraphs. The number of subgraphs
is determined by the number of different condition sets
for variables on outgoing edges of s;. Each split node of
sj will be associated with the corresponding condition
matrix triplet. A node does not have to be split if the
edges incoming to it have read actions for the variables
that are causing the inconsistencies.

Step 2.d: Check the feasibility of the condition matrix
triplets associated with each split node of s; as obtained
in Step 2.c. For each outgoing edge of s;, check feasi-
bility of the condition matrix triplet (i.e., the set has a
solution, not necessarily full rank). If the triplet is in-
feasible, then it is dropped from the set. If all condition
matrix triplets of an edge are dropped, then the edge is
deleted from the graph.

Step 2.e: Repeat the Steps 2.b through 2.d for the
next node chosen in the breadth-first manner.

Step 2.b requires that for each matrix triplet associated
with a node s; and each outgoing edge to s;, a new
condition matrix triplet is formed. The condition triplet
of s; is in the form of: C;, ONPZ-, and l~)i. Each condition
of the outgoing edge is in the form of: C % V (op)d. The
new triplet is formed by appending C, op, and d to Cits
OP; 1 and D; 1, respectively. The new dimensions of the
new triplets are defined in Step 2.b.

2.3 Example

Inconsistency removal algorithms of Section 2 are ap-
plied to the example of Figure 1. For the variables X,
Y, and Z, the action update matrix pair for node sq are

initialized as:

X X 0
vy | = Y +1 0
A VA 0

Let us now define all action update matrix pairs for the
graph of Figure 2. Since a variable is not modified by
using a different variable on the right-hand side of any
action, all A; ; matrices, (¢ = s, ..., s¢) are identity ma-
trices, whereas Bi,j vectors differ for each node:

0
] Bgso,1 = Bs1,1 = Bs2,1 = { 0 ]

0

1 0 0
0 1 0

0 0 1

0 0
1 0
0 1

Figure 3: The EFSM Graph After Action-to-condition In-
. 0
Bgsg,q = 15

consistencies Are Removed.
. 0 ~ 0
Bsys = | 13 Bsse = | 16
0 0 0

Based on Step 1.c, since the conditions of the edges leav-
ing s3 use Y which is modified above, node s3 is split
into parallel nodes. There are three action update ma-
trix pairs for s3 which causes three split nodes of s3 and
all the nodes that are reachable from it. With this split,
the nodes s3.1, 3.2, and s3.3, are associated with Bsg s
Bsg 9 Bsg 3, respectively. Similarly, node s4.1 is associ-
ated with Bs4 1 and Bs4 2, node s4 2 with Bs4 3 and Bs4 s
and node s4.3 with Bs4,5 and Bs4,6

For the removal of action-to-condition inconsistencies,
no further splits are needed since the outgoing edges
of the remaining nodes do not variables updated above
(Step 1.c). Although the initial node sy is in a path
which starts with sg, it is not split due to the read ac-
tion in eqg. In this case, the ending node of ejg, which
is sg, does not have to be split. Figure 3 shows the
EFSM graph after the action-to-condition inconsisten-
cies are removed from the specification by the algorithm
of Section 3.1. The conditions that are influenced by the
actions are the conditions of the edges leaving sz, which
are modified as:

0-7803-5538-5/99/$10.00 (c) 1999 IEEE



Figure 4: The EFSM Graph After All Inconsistencies Are
Removed.

X
[1 0 0] [Y] [ <] [a]
z
X
[0 1 0] {Y] (<] [¢o]
z
where a = 10, b = —6 for s3.1, a = 10, b = —7 for s3.9,

and a = 10, b = —8 for s33.

The graph of Figure 3 still contains condition-to-condition
inconsistencies (for example, e51 and eg1). The algo-
rithm of Section 3.2 is now applied to the graph of Figure
3 to remove these inconsistencies. Since the conditions
of the edges leaving node so and the outgoing edges of
s1 use X, node so and all the nodes that are reachable
from it are split by the number of condition update ma-
trix triplets associated with so, which are:

| o]
| o[ 2)

The other node split is due to the conditions of edges
leaving s3 which use variable X. For the subgraph start-
ing with s91, the nodes are split to two parallel ones
since there are two different condition update matrix
triplets associated with ss:

1 ~
0 ] OPgs1,1 = [

= o

Csa,1 = [

— o
oo oo
INV VV
oo oo

1 ~
Csa,0 = { 0 ] OPg22 = {

0 0 1 ~ > . 0
Cs31 = 1 0 O OPg31 = > Dg31 = 0
0 0 > 5

Csaa=|1 0 0
1 00

o[ £] e

However, for the subgraph leaving sso, only one condi-
tion matrix triplet is valid:

INV V

0 0 1 i > i 0
Cszz3=1]1 0 0 OPg31=| < Dg31=1| 0
0 0 > 5

Therefore, the subgraph starting with s is not split for
the second time. As discussed before, the splits do not
include the initial node sy due to the read actions in edge
e10- At this point, the infeasible edges are also removed
(for example, the edges leaving ss.o with condition X >
5, which conflict with the edges leaving s; with condition
X < 0 are removed. Figure 4 shows the final graph
which is free of all inconsistencies.

3. CONCLUSIONS

This paper presents a method to generate realizable test
sequences for EFSM models. Inconsistencies in EFSM
models are removed to generate consistent EFSMs. Since
a consistent EFSM is effectively an FSM, the FSM-based
test generation methods can be directly applied to the
consistent EFSM. The inconsistency detection and re-
moval algorithms are planned to be applied to the com-
munication protocols used within US Army CECOM
and NATO.
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