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ABSTRACT a) Secure voiceand low speed datacapabilities using
Abstract This paper provides aummary of the results of a cryptographic equipment.
four-nation workshop thainvestigated themilitary use of b) Some control of theananagement sub-system poevent
commercial satellite-based personammunications systems compromise.
(SPCS). Military considerations and nine potential c) Ease of use tallow SPCS to beused by avariety of
application areas are described. Of the fifteen vulnerabilities ather Forces and to reduce training.
SPCS examined in the workshop, six of the more importadf Special circuit features such as conference calls,
vulnerabilities (jamming, detection, position location, preemption and priority.
interception, communications securitygnd system and e) Mobility.
network control),and four limitations (capacity, coverage, f) Interoperability by use of common standards.
user terminalsand regulatory)are discussed. A method for g |ssues Affecting the Use of SPCS

comparing and rating SPCS systems for military purposestifie following are some of the drivers for the use of SPCS.

presented followed by aexample comparingix planned or 3 vyinerabilitiesand Limitations A clear understanding of

operational SPCS systems. the vulnerabilitiesand limitations is essential to assess the
I. INTRODUCTION risk versus the operational benefits. Vulnerabilities and

Through The Technical Cooperation Progr&fT CP), limitations are discussed in Secs. IV and V, respectively.
members of four nationgoined in a working group to D) Cost Cost is always a keydriver. Experiencewith
investigate the suitability ofcommercial satellite-based Inmarsatin UN Peace Support Operations indicates that some
personal-communications ~ system@PCS) for potential terminals will beactlw_e forext_endedperlods. F_requently the
military applications. In this paper, précis of thetwo- co_st_o_f calls z_ind terminal maintenarfee outweighs the cost
volume final report ispresentedWhile it is not possible to Of initial terminal procurement. . _
publish in this paper the large amount of system informaticéi C_ontrol of InfrastructureControl of the |nfra§tructure is a
gathered for the final report, omanrefer tothe vast amount KeY issue toensurethat forces arenot compromised, system
of literature on this subject including survasticles [1], [2], availability is maintained, and there is assured access.
many Milcom papers, books [3], [4], and web sites. d) Co_mmon Operapng Environment The_SPCS and any

Military considerationswere examined under three@ssociated terrestriahetworks must provide a common
categories: capabilitiesought, issuesaffecting the use of OPerating environment, which also infers a level of
SPCS bythe military, and new capabilities. Nine potential Standardization and interoperability.
military applicationareas ar@resentedFifteen vulnerability €) Discipline. Use of mobile phones by troops has proven to
typeswere studiecandsix of the more important (jamming, be a problem byeroding battlefielcdiscipline, circumventing
detection, position location, interception, communicationssound military tactics and compromising forces. The
security, and system and network contar discussedlong avallab_|I|ty of SI_D_CS from commercial supplierand their
with some mitigation methods. Four limitatior{sapacity, Worldwide capability makesSPCSeven more of groblem.
coverage, userterminals, and regulatory) are discussed. Control procedures and provisions must be set in place.
Comparative scorewere given to six current systems for f) Third Party Users Other entities workingwithin the
each of the vulnerabilitieandlimitations. The systemwere theatre can use SPCS to accomplish their agenda. Saufe,
then comparedior military applications by applying weights @ the mediawill be able to useSPCS to circumvent
to each of the vulnerabilities and limitatiof two example Military contrals.
application areas, namely operations ottfean war (e.g. 9) Malevolent User GroupgGroups such as smuggledsug
logistics, humanitarian)and stressed out-of-area operationdraffickers and terrorists can also takeadvantage ofSPCS
(e.g. small conflict, peace keeping). With thigproach, it is Services. This usage mdgrce government agencies to use
possible to takeparameters ofsystems of interest, and SPCS just to ensure they are not at a disadvantagee is a

calculate the performance for one’s own particular applicatiof€ed for some governmentaccess tothe commercial
infrastructure to conduct analysiad disablecommunications
Il. MILITARY CONSIDERATIONS IN THE USE OF in special cases.

COMMERCIAL SPCS h) Regulatory IssuesThe treaties governing the consortia
A. Capabilities Sought supplying SPCSservicesmay precludetheir use in some
The following capabilitiesvould enhancghe utility of circumstances including warlike activities. Conversely, use of
any SPCS system for military use: systems endorsed under international agreements may offer the

military user some protection against intentional disruption.
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Military use of SPCS may place commercial assets at risk @mtrol of sensors, links tindigenoussystems, lowrate

they may be viewed as legitimate military targets.

i) AssuredService The conventional civiliancommunica-
tions infrastructuremay bedisrupted as aesult of natural
disaster, armed conflict, and the lik&PCS could be a useful
backup resource. Arassuredpriority of service for the

alternate bearerdor low priority traffic, combat radio
expansion of coverage, and communications on the move.
G. Small Platform Use

During a crisis, commercial marine vessels tratide
force transport, but are too small warrantmilitary satcom,

military above othepotentialresourcecompetitors, such as cgn pe fittedwith SPCS. SPCScould be used orboard

the press, could be vital.
C. New Capabilities

commercial aircraft platforms allowing them to suppmoiti-
tary operations for example during a strategic air movement.

SPCS may offer new capabilities such as: paging., Ppeace Support Operationsand Operations Other Than

global voice, facsimileandlow-rate datagxtension offacili-
ties such as linkingeverallocal radio coverage arednto a

War

Lower intensity operations other than war allow a degree

virtual single radio net, extended coverage such as to polar gfdcontrolled use of SPCS. Three of many potential ap-

ocean regions, a common operating environment

connectivity betweenall organizations in an operation, an

improved mobile platform capability.

I1l. MILITARY APPLICATIONS OF SPCS
Some potential military applications f@PCS are
listed below in nine categories. Further applications arike
as SPCS become more commonly available.

A. Observers

Observers frequently operate in small groapd iniso-
latedlocations ofterwidely dispersedthroughout thetheatre
of operations. This lovdensity makes it difficult tqustify

lications are non-combatant evacuation operatiomgroved

ituation awarenessand safety communications for training
of indigenousforces ortraining in challenging environments
particularly for mobile platform operations.

I.  Out of Area Operations

Some of the SPCS offer wider geographic coverage than

many military communications systenespecially over the
polar regionsSPCS may providethe only reliable form of
long-range communications to and from these regions.

IV. VULNERABILITIES OF SPCS
In this study, 15 forms of vulnerabilitywere identified.

the deployment of major assets to support teams of observarge ones considered of most conceere consolidatethto 6

B. Humanitarian Deployments

categoriesand discussedbelow. In some cases, methods of

Disaster relief operations are normally conducted at shonitigating the vulnerabilities are given.
notice in areas wherethe indigenous communications . jamming

infrastructuremay be disrupted. Any surviving terrestrial

communicationsnfrastructuremay be fully utilized bylocal

aid teams. It is vital that any militaryhumanitarian
operations do not stress any survivingsources including
communications.SPCS would offer a common operating
system between other agencies.

C. Interdepartmental Interoperability

The ability of SPCS tooffer a commonality between
government departments overconmesny of the problems
that often affect interdepartmentabperations. SPCS also
provides an off-the-shelf capability fthosedepartmentshat
do notrequire orcannotafford their own dedicatedsystems.
Some examplesre: law enforcementVIPs, coastguards,
non-governmental organizations such as Oxfamd the Red
Cross, and fisheries protection.

D. Logistics

Five links could be jammed: handset downlink
(forward), gatewaydownlink (return),handsetuplink (return),
gateway uplink (forward), andinter-satellitelinks. Simple
expressions for determining th@mming levels thatan be
tolerated arevailable[5], [6]. Handsetdownlink and uplink
examples are presented below.

Fig. 1 illustrates thegeometry for thehandsetuplink
jamming, satellite uplink jamminganddetection ofhandset
uplink. The subscripts h thandset’, s =satellite’, and i =
‘intercept detector’. The subscripts are arrangethab Gy; is

the gain of the satellitantenna inthe direction of the
jammer, andeh is thedistance betweethe jammerand the

handset, and so on. Fbandsejamming, the jammer has an
EIRP in the direction of theandset ofEIRP;. Let SNR,e.

be the specified signal to noise ratio at thbandset, and

Certain parts of logistics might usefully be off loaded tosnJR , be the ratio of signal to noise plus jammer at the

SPCS such as:medical teleconferenceransport control,
vehicle and convoy tracking, and welfare telephone for
military personnel in remote areas.

E. Special Operations
SPCS could be useful for a variety sgecial-operations

purposes such asadvanceforces, intelligence operations,

counter terrorist, and combat search and rescue.

F. Communications Engineering and Management
Communicationgengineeringand managemengpplica-

threshold of unacceptable ermate. The minimumjammer
EIRP for unacceptable performance is

2.2
SNRypec kTWp(4T;f/c) RS,
SNJR,,, Gy

EIRP; = €y
]

wherek is Boltzmann's constan®, is the noisegemperature
of the handsef,is the RFfrequency,andc is the velocity of
light. Against an unsophisticated jammer that jamsetitee

tions might include: fallback engineeringrder wire, user ba.nd, WP.OCCUp'Ed b)(all users,there is ‘Tm AJ processing
requestfor broadcast datasystems, remote switching and gain obtainedfrom using any of the multiple access tech-
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niques of PG,,, =W, / Ry, [5] where R, is the bit rate. This transmit at times other than when a call is beinge in

: - . . _ order tomaintain registration with their networkkocation
processing gain is akin to the oabtainedfrom spread spec accuracy of hundreds of meters would be typical for a two-site

trum. ground-based DFsystem. Countermeasures woulthclude:
DED“E“<DID - keeping thehandset switched offfhen not in usepperating
\ ?gjggggg;gggﬁn the handsefrom locations with many obstaclégatural and
% buildings), and keeping transmissions as short as possible.
1 (I Geolocation by Satellites Two means of geolocation of
> R . handsets using satellitese single-satellite geolocation using
G: hs b | A . . .
N0 J —— Doppler tracking,and two-satellite methodsising time or
Noth,; Jammer frequency differencenethods. It wasonsideredthat neither
enl 18hs _Kgmq, Gis method was of much concern in SPCS systems.
deroctar g sanmer D. Interception
.  Handset . ) Under the category of interception, sigm@modulation,
Fig. 1. The handsetjamming geometrydefining various traffic analysisand traceability were consideredSignal de-
parameters. modulation can be achieved by aninterceptor with full

For uplink jamming of the satellite, thE/RP; that is  knowledge of the transmission frequencies, wavefpaname-
necessary to make thut-error rate (BER) irthe transponder tersandcommunications protocols. A significant amount of

or theonboard processor of bandwidtF,,, largerthan the information about a particular user of a communication sys-
e tem can be obtained by monitoring traffic. Thiaffic analy-
specification is

sis can be an indication that the terminal user is involved in a
PG PGy SSNRspec _ O @ significant, or at least non-routine, operation.

SNRspec  [ISNJRyy, M% E. Communications Security

. . . . The majority of military communicationgquiresome
whergM is the link margin. Th@nboard antenna processingc 1\ of encryption. Theplanned systems have not been
gain is PGy = Gy / Gy - designedwith full government encryption in mind but may
B. Detection have a form of privacy protection fdsusiness use. This

As the location of satellites, gatewapsid control cen- priva_lcy protectionwill usually_allow access bythe system
ters will likely be well known to amdversarypnly detection Provider and, also, by foreign governments with the
of user uplinks was considered. A sigeah bedetectedwvith ~ @Ppropriate capability. There is also a legal intercept
simple specialized detectosuch agadiometersandchip-rate  'equirement that the systeaperatorsmust provide and agree
detectorsThe maximumhandset-to-interceptor range,;, at With @ host nation where the handsets will be used.

. . . W . " For military use, some form of governmeagiproved
which the signal can beetected isthe detgctlon range”. For encryption is needed. It is preferred that émeryptor bebuilt
handset-to-satelliteangeR;, >> Ry;, the interceptor has an

h into the handsetuusing some form ofemovable crypto key
advantage ofmany tens of dB over the legitimatenboard (e.g. smartcard). However, this approachmay not be a
satellite receiver. Analysis of actualhandsets showethat commerciallyacceptableption. The US is planning to use
detection range is verlarge. This poor low probability of embeddedencryption within apersonal handsetinder their
detection (LPD) performancemay beimproved by power CONDOR program. This will allow them STU i
control, limited message length and number, terrain shieldingieroperability via a gateway. Aexternal encryptorcould
andmoving locality betweencommunications. Sinc€PCS  allow use of existindhandsets if auitabledatainterface was
is intended for anass market, non-military usecsuld mask providedwhich would requiretwo units to becarried along
the military users and provide some detection anonymity.  with their own battery and an interconnect cable.

EIRP; 2 EIRP),

C. Position Location . F. System and Network Control
For SPCS,thereare atleastthree means ofindesired A number of methods to disrupt the system astork
position location of handsets. control are possible, and some are now discussed.

SystemOperator The system operatoand any thirdparty Network Saturation For commercial reasons,system
that is provided user position information, will know the operators have strongdesire tomaximize the utilization of
location of any subscriber that is currentggisteredwith the  the capacity of their system. Thukere is avulnerability to
system to anaccuracy toallow country borders to be 3 deliberate saturation of the system by introdueiddjtional
determined.Countermeasures to prevent such exploitatiogallersinto a specific regionand gradually ‘eatingup’ the
would includenot registering with the system (leaving thecapacity as soon as existing callers hang up.

handsebff), and through use of a militaryyatewayand an  User Control ChanneNulnerability. If the protocols of the
enhanced service. o o system control channelsre understood, aradversary could
Line of SightDirection Finding. If a handsetransmission proadcast a deceptioversion of the control channels to
can bedetectedfrom two or moregeographicallyseparated disrupt users within a region.

ground- or air-basedeceivers, then direction finding is Denial of Specific ResourceSpecific usergould betargeted
possible.Users should bawarethat their terminalsmight by a continuous stream of incoming calls which tius-
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vents the placing of outgoing calls maception of legitimate Battery Power For military operations, the provision of
calls. The best mitigation to this type of attack is to maintaedditionalbatteries oraccess to dailye-chargefacilities will
security of the telephone numbers allocated to individuals. be important.
Sabotage and Hacking/nder this category is the attack of theRadiationHazard This is an emotive issue at present is
control system databases and operations facilities to disruptikely to become more of aoncern ashe acceptabldevel of
monitor traffic. Such an attackould occurdue todisgruntled radiation hazard is reduced in power level. The cutiemnt of
employees, or‘planted’ individuals. In addition, if any 10mW/cn® is alreadydeemedtoo high in many countries.
connectionsaare made toexternal networkghen the risk of The handset providers araiming to use theminimum
outsiders hacking into the control system computers must &mount ofpower for a satisfactorlink and arenow taking
considered. precautions to minimize exposure to RF radiation.
Multimode Capability One of the longer ternplanned
In this st:J/d.yL :‘c'\)/ll:??grlrggif ﬁ)riita?ioprg?/vere examined features ofthe. pers_onal satcom systems is th_e migration
A " towards amulti-service handset covering terrestrial cellular
A. Capacity Limitations and SPCS use with automatic selection of theheapest
Capacity for commercialSPCS systems isisually method of making the call. Many of tivendors havedopted
quoted aghe maximum number oéquivalent voice odata the route of dual- or even tri-modmits. Byadopting cellular
circuits availablevorldwide from the entire constellation. In system protocobktandardssuch as GSM, thelesign of the
practice, this qapaqityhcan?ot_ beotally uti:jzed Itllque to hhandset and network interoperability is simplified.
Conatelation anduser waffdistibution. Dynamicchanges. 0 ReguIator Limitations
in the constéllation thaaffect capacity .includes overlap of The subject ofradio regulathns forSPCS consumes
enormous resources of potential system operators.

satellite footprints during the orbit, and variation or dismrtio@:ompetition is fierce for allocations. SIN&PCS isintended
in individual beams as satellites move ovefixed area. If to be world wide, one of the biggest problems is tah of

traffic is concentrated in &mited geographicarea,localized
. ' the proposedsystems needs toseek approval fromeach
capacity of the SPCS system may not be able tocour?trypin whigh it intends to operate. PP

accommodate the traffic load.

Geographical coverage, user-to-satellite elevation angles COMPARISONS ,
and the degree of penetration of signals into buildingstteer In the Workshop, 6planned oroperational SPCS

structures catimit the uses tovhich the networks may be Systéms were examinedagainst 15 vulnerabilitiesand 4
put. Thegeographical coveragavailable variesconsiderably limitations, some of which were discussed above. ddtailed
from system to system. The geostationary systems do fggults are much too voluminous to present hiestead, one
offer any polar regiorcoverageandcan belimited to specific €xample tableput of the large number oftables actually
regions of theworld (e.g. ACeS willservesouth-east Asia). Prepared, is given in Table I. Tiparameters in Tablewere
Conversely, most of the LEO and MEO systepnsvide true taken entirely from the open literaturmostly from [7].
global coverageincluding polar and oceanic regions. The Therefore, these parameters may not be accurate or dgteto
notable exception is Globalstar that doesprovide coverage nstead,they are merely used to illustrate a comparison
above latitudes of 70° north sputh, ormid-ocean coverage. @Pproach. Beam-diameter coverage impact is rated relatively as
One majoradvantage othe LEOsand MEOs is the high Small, medium and large. Since these systearg widely in
elevation angles available even in polar, mountainous or cfjaracteristicandtypes of service, it idgifficult comparing
regions, or when users wish to takevantage of terrain them. ) .

shielding. Since more than one satellite is often within view, At the bottom ofTable Iaregiven relative scoresho-

the probability of blockage is further reduced. sen by group consensus opinibasedupon the preceding
data. Scoresire relative to eachother andnot to a robust

military system. Scoreeeflect military usefulness with a 1
being the worstand a 10being the bestOther evaluators
might come up with different scores. Inorder to use the
scores for a comparison, weights were then chosesaftr of
he 15+4 items. The weightiependupon the application of
he specific usegroup. Weusedtwo example applications
andcame upwith the weights shown in Table Il. The two
Aircraft. A special approved installation is required for appllqatlonscon&de_r wereperations other thawar such as

. . ; . ; logistics or humanitariarand stressed out-of-area operations
installation onaircraft including an external antenna. The

. ) ; such as small conflicts opeace keeping. Again, other
EMC effects ofusing a satellite phone dooard an aircraft evaluators might arrive at quite different weights. Our weights
would need to be determined individually for each installatio

Ships An external antenna would be preferred. "Yre intended only to illustrate how one would proceed in one’s

Helicopters Rotor blades can cause undesired modulations own evaluation. Theimportance’ valuesreflect both the
P " probability of a threabccurringandits potential impact on

the mission, should it occur.

C. User Terminal Limitations

Handheld The handheld units have limited usewithin
buildings and built-up urbaareasBody shieldingeffects are
also factors.

Ground VehiclesUse of an external antenmall reducelink
margin problemsHowever, there can be a detrimental lev
of multipath and signal blockage while the vehicle is in
motion.
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The Weights of Table Iwere then multiplied by the [6] J.W. Lee and V.A. Marshall, “Maximum capacity prediction and anti-
. . jam performance analysis for commercial satellite communication
15+4 sets of scores, Summahd', finally, norma“Z?d to a systems,” in Conf. Record of the IEB#ilcom ‘94, pp. 506-510Fort
percentage ofthe maximum possiblscore forthat mission. . ll\</lt(33nm3)urt]h, NJ, Octo’\;)eg_ll%g. ) ’ )
; ; ; .G. Johannsen, “Mobile P-service satelli®ystem comparison,”
The resul_ting percentages give an overall comparison of thd’b Internat. J. Satellite Comm., vol. 13, pp. 453-471, 1995,
systems in the two applicatiareas. Theesults are shown
in Table IIl.
The scoringandweighting valuesvere chosen bycon-

sensus opinion within the working group to hedduce the

TABLE I. Vulnerability to user uplink jamming: EIRP and
jammer type needed to disrupt channel, beantoverage
impact, mitigation and score for 6 example systems.

subjeptivity. Furthermore_:, a sensitivity a_ncj;\lysis wiase to TEOs MEOS CEOS
examine the effect of variations of the individual scores on t[&stem A B | C D E F
final weighted scores. Random amountetween +lwere [Service [Messagid Handset voice services Briefcase
TR . & paging voice
added to the individual scores and the new total weightet F———vmEV X9 T8 X X3 [ X+ 30
was computed for 100 trials, and statistics recorded and |beam dBW dBW | dBW dBW dBW
analyzed.The sameprocedurewas repeatedfor a random Srgrg/etrip TL)OW Medium power or SOPhiSﬁC;t‘Ed low power jamnjer
i YP¢power require
+
amount_qf +3. Itwas concludedthat the _ar_ialyswvould not e e v TV B TV V=10
be sensitive to an error of +1 on the individual scores, but fignmer _|dw _|dBw_[dBw | dBwW [dBW _
analysiswould be questionable if theraere a *3 error. |EIRP & [Low éirp [High eirp| Medium power or |High eirp| High eirp
Hopefully, the consensus approach of the working gmep [YP® or sophisysophisticated low | or sophistor sophis|
d hal | t t th tedsitch med. eirp] power jammer med. eirg med. eirg
vented suc a ‘T"rge error.. n retrospect, e_re sfwswnave  geam dg large small large* | medium| small |large
been a sensitivity analysis done on the weights. impact
Mitigation] Can only attempt to locate jammer and neutralize but could
VIl. CONCLUSION AND RECOMMENDATIONS be as far away as the satellite foot print diameter.
A number of useful military applications f@PCS is [Score 3 [ 6 [ 4 | 5 | 5 | 6

given in Sec. Ill.Oncesuch systemsre fielded,even more *The satellite diversity could make the effects of jamming worse.
applications willbecome apparent. Gie 15 vulnerabilities _ N

examined, 6 othe more importanare discussed ifBec. IV TABI!-E L EX%mhp!e .lmfortanclze We_'gr?t'?]g for two
and 4 limitation areas are discussed iBec. V. Some applications. Weighting: 0 = very low, 2 = high.

. g . Other than war | Stressed out-of-ared
examples of howsPCS usedfor military applicationsmight Vunerabites: ,mportancel Weightings -
be compared argiven in Sec. VI along with a summary of Fizmmng-user UL 5 >
comparison results for two application areas. Jamming-user DL 0 2

Based upon the above work, it was recommended that: [ Jamming-gateway UL 0 1
a) Forces will use SPCS and there ieed todetermine the ﬁf*tm’;"”g'gateway DL 10 11
currentcapability gaps thaBPCS may fulfill to perform a  c=-=atcs 3 >
vital function or complement existing communications[Signal de-modulation 0 >
capabilities. Comms security T 2
b) Develop a Concept of Operations for the useS6fCS Traffic analysis 1 2
across the full spectrum of operational intensities. Position location-LoS 1 2
A . Position location-sat 1 2
c) Organizations procure sample equipment to further develgpsysiem disruption T T
their Concept of Operations and cultivate the creation of son&Spoofing il T
expertisewithin their Forces. TTCP igurrently evaluating [ Direct attack — ground 0 1
Iridium for military use and how interoperability may be | Direct attack — space 0 0
achieved for the military. Limitations:
Finally, there must be a willingness taacceptthat the Capacity 1 2
operational use d8PCS will continually evolve aservice Coverage 2 2
providers offer greatefunctionality, and the military learn User terminals 1 2
. . . Regulatory 1 0
lessons from trials and earlier operations.
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