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ABSTRACT

This paper addresses a method of fractal modu-
lation for digital communications systems. The
method has been developed for use in cases when
a bit stream needs to be ‘hidden’ in transmis-
sion noise and can be used in addition to, or in
place of a spread spectrum. This is achieved by
embedding the information in date whose prop-
erties and characteristics resemble those of the
background noise of u transmission system. The
method 1s bused on a random scaling fractal
model.

INTRODUCTION

The application of fractal geometry for modelling
naturally occurring signals and images is well
known (e.g. [1], [2]). This is due to the fact
that the ‘statistics’ and spectral characteristics
of Random Scaling Fractals (RSFs) are consis-
tent wrth many objects found in nature; a char-
acteristic which is compounded in the term “sta-
tistical self-affimity’. This term refers to random
processes which have similar Probability Density
Function (PDFs) at different scales. A RSF sig-
nal is one whose PDF remains the same irrespec-
tive of the scale over which the signal is sam-
pled. As we zoom iuto a RSF signal, although
the pattern of the signal (i.e. its tlme signature)
changes, the PDF of the signal remains the same
(a scaled down version of the original). Many
noise types found in nature are statistically self-
affine mcluding a wide variety of transmission
noise.

The purpose of Fractal Modulation 1s to try and
make a bit stream ‘look like’ transmission noise.
The problem is as follows: Given an arbitrary bi-
nary code, convert it into a RSE signal by mod-
ulating the fractal dimension of the RSF in such
a way that the original binary code can be re-
covered in the presence of additive noise with
minimal bit errors. The additional criteria that
have been considered with regard to solving this
problem are as follows: (i) The algorithm must
produce a signal whose characteristics are com-
patible with a wide range of transmission noise;
(ii) the algorithm must be invertable and robust
in the presence of genuine transmission noise
(with low Signal-to-Noise Ratios); (ii1) the al-
gorithm should ideally make use of conventional
DSP technology. e.g. digital spectrum generation

(FFT filters). real-time correlators (FIR filters).
TRANSMISSION NOISE MODEL

There are two main criteria used to define the
characteristics of a noise field: (1) The Probabil-
ity Density Function (PDF) - the shape or en-
velope of the distribution of amplitudes of the
field; (ii) The Power Spectral Density Function
(PSDF) of the noise - the shape or envelope of
the power spectrum. On the basis of these cri-
teria, many noise fields have two fundamental
properties: (i) The PSDF is determined by ir-
rational power laws; (i) The field 1s statistical
self-affine. Two approaches are usually adopted
in developing a stochastic model. The first 1s
based on modelling the PDF of the system (or
the Characteristic Function).
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A pseudo random number generator is then de-
signed to simulate the stochastic field. The sec-
ond approach i1s based on modelling the PSDF.
The stochastic field 1s then simulated by filter-
ing white noise according to the PSDF model.
In this paper, we consider the latter approach.
Note that a ‘good’ stochastic model is one that
accurately predicts both the PDF and the PSDF
of the data. It is also one which takes into ac-
count the fact that a stochastic field may be non-
stationary.
Consider the following non-stationary fractional
differential equation
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wle,t) = —fla,t) (1)

where 0 < ¢(t) < 2 Vi, 7 1s a positive constant
and [ is some stochastic source function which
will be considered later. Here, non-stationarity
is introduced through the use of a tune varying
fractional derivative which changes the physical
meaning of the equation. This is different to
conventional non-stationary modelling in which
changes in the stochastic behaviour of v are in-
troduced via the source function f. The param-
eter ¢ is the "Fourier Dimension’ which 1s related
to the Fractal (or Similarity) Dimeunsion D for
asignal by (2] D = ¢+ 3. 1 < D < 2. Frac-
tal modulation can now be defined in terms of
q(t) (or D(t)). It is a process whereby ¢() is as-
signed two states, ¢y and ¢; where ¢g # ¢;. These
states correspond to 0 and 1 in a bit stream re-
spectively. The forward problem (fractal modu-
lation) is then defined i terms of equation (1)
(for fixed x) as “given ¢(t) compute v(f) and the
inverse problem (fractal demodulation) is defined
as "given u(t) compute ¢(t). In this paper, we
solve the forward problem using a Green function
method. consider an asymptotic form to simplify
the solution and then discretize the result. The
inverse problem is then derived and solved in dis-
crete form directly.

We shall cousider a solution for constant ¢ (cor-
responding to states go or ¢y ) and separable f. In
particular. let fla.t) = o(o)n(t) where o 15 the
delta function and o is (zero-mean) white Gais-
sian noise. For constant ¢. equation (1) cawn be

written in the form

o? 2\ - .
(0$2 + Q;) (v w) = =6(r)N(w) (2)
where U(z,w) and N(w) are the Fourier trans-
forms of u(z,t) and n(t) respectively and Qz =
—(ww7)?. In obtaining this result, we have de-
fined a fractional partial derivative as follows:

9 -
0tf1u('u’t):2—7r / U(z,w)(iw)? exp(iwt )dw
—0

“ For the purpose of developing a transinission

noise model, we shall now concentrate on the be-
haviour of u as a function of time. Using a Green
function method [3] to solve equation (2) we can
derive the asymptotic result (ignoring scaling)

) = L Ul v} = N(w)
(u,) = 1-12%) (‘l./‘a'v) = (-5:_)?/—2

Fourier-Laplace inversion then gives (using the
convolution theorew [4] and ignoring scaling)

.
u(t) = F—‘/—/—Z [ I'L(f).

Rel¢] > 0

Note
that v has the following fundamental property:
APrlua(t)] = Prlu(At)] where uy(t) = tle/2)=1 .,
n(At), A > 0 and Pr[] denotes the PDF. This
property describes the statistical self-affinity of
u.

where & denotes (causal) convolution.

The digital algorithm for computing a discrete
noise field w; which i1s based on this model is
as follows: (i) Compute a pseudo random ar-
ray ng, k= 0.1,..., N — 1 whose spectrum is
white: (i1) Compute the Discrete Fourier Trans-
form (DFT) of ny giving Ny using a Fast Fourler
Transform (FFT); (i) Filter N with 1/(iw;)??:
(iv) Inverse DFT the result using an FFT to give
Ul

INVERSE SOLUTION

Given the digital algorithun described above, the
inverse problem can be defined thus: Given uy
compute ¢. A suitable approach to solving this
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problew, which is at least consistent with the al-
gorithm given in the last section is to estiate ¢
from the power spectrumn of uy whose expected
form (considering the positive half space only and
excluding the DC term in which a singularity oc-
curs)is P = Awy? k=1,2,...,(N/2)—1 where
A is a constant. Here, we assume that the FFT
provides data in "standard form’ and that the DC
or zero frequency compouent occurs at k£ = 0.
Now consider the error function

e(d.q) = thPk — hlpkll:;

where Py is the power spectrum of ug. Solving
the equations (least squares method) g?j; =0 and
?98',% = 0 gives

NY (InPy)(lnwg) — (Zlnwk)(Zln Py
k k k
N (nwg)? = (3 Inwg)?
Av

k

and
S InP 4 ¢ lnwy
k k

N

A =exp

The algorithm required to implement this inverse
solution is as follows: (i) Compute the power
spectrum Py of the fractal noise wy using an
FFT,; (11) Extract the positive half space data
(excluding the DC term); (iii) Compute ¢ using
the formula above. This algorithm provides a re-
construction for ¢ (or alternatively D = ¢ — &)
which is on average accurate to 2 decimal pla.cés
for N > 64 [2].

" FRACTAL MODULATION

The method of fractal inodulation iuvolves gener-
ating fractal signals in which two fractal dimen-
sions are used to differentiate between 0 and 1 in
a bit stream. Note that the fractal dimension 1s
given by D = ¢ + 0.5 and for RSF siguals has a
value between 1 and 2. The technique is outlined
as follows: (1) For a given bit stream. allocate D,
to bit=0 and D, to bit=1; (ii) Compute a fractal
signal of length N for each bit in the stream: (i11)
Concatenate the 1esults to produce a contiguous

stream of fractal noise v;. One can mncrease the
total number of samples by increasing the value
of N (the number of samples per fractal) and/or
increasing the number of fractals per bit. The
information retrieval problem or fractal demod-
ulation is solved by computing the fractal dimen-
sions via the Power Spectrum Method discussed
in the last section and using a conventional mov-
ing window to provide the fractal dimension sig-
nature D;. The size of the window is taken to be
equal to the number of samples per fractal. The
binary sequence is then obtained from the fol-
lowing algorithm: If D, < A then bit=0, else bit
=1 where A = Dy + %(Dl ~ Dy). The principal
criteria for the optimization of this modulation
technique is to miniumize D — Dy subject to ac-
curate reconstructions for D; iu the presence of
(real) transmission noise. ’
The software developed to investigate this mod-
ulation technique has been written with options
on: (i) Samples per bit - number of samples used
to compute a fractal signal; (ii) Fractals per bit
- number of fractal signals used to represent one
bit; (i1) Dy - fractal dimension for bit=0: (iv)
Dy - fractal dimension for bit=1: (v) Addition of
transmission noise before reconstruction.

An example of a fractal modulated signal is given
in Figure 1 in which the binary code 0....1....0....
has been considered in order to illustrate the ba-
sic principle. This figure shows the original bi-
nary code (top window) the fractal signal (mid-
dle window) and the fractal dimensions signature
D, (lower window - dotted line) using 1 fractal
per bit, 64 samples per fractal for Dy = 1.6 and
D, = 1.9. The reconstructed code 1s superim-
posed on the original code (top window - dotted
line) and the original and estimated code 1s dis-
played on the right hand side. Note that there is
a single error in the estimated code. By increas-
ing the number of fractals per bit so that the bit
streamn is represented by an increased number of
samples, greater accuracy can be achieved. In
Figure 1. the difference in texture associated with
0 and 1 is clear because (Dy. D) = (1.1.1.9). By
reducing ( Dy — D) this difference becoes neg-

lLigible.
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Figure
64 samples per fractal with (Dg. D) = (1.1.1.5) (left) and (Dy, Dy) = (1.5,1.9)
(right).

Figure 1. Fractal Modulation for 0...1...0...
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EXAMPLE RESULTS

A detailed description of the results are beyond
the scope of this paper bur a short description of
the approach aud the overall trends are given. In
order to obtaln a quantitative picture of the accu-
racy of fractal demodulation subject to changes
in the fractal generating parameters and additive
noise. a bit stream of 1000 randomly chosen bits
was used. The average number of errors (for 64
samples and then 128 samples) were compared
with the number of "Fractals per bit’ and noise-
to-signal ratio for different Dy and D;. The noise
nk added to the RSF signal uy was white Gaus-
sian noise and the noise-to-signal ratio or "Noise’
defined in terms of the ratio ||ngllec/||twglloc. Fig-
ure 2 provides some example surface plots show-
ing the number of bit errors as a function of the
numnber of fractals per bit and the noise, for frac-
tals signals computed using 64 samples and dif-
ferent (Dy, D). As expected. the results show
that a combination of wide intervals between the
two fractal dimensions with a large number of
fractals per bit achieves greater accuracy. For
example, the results for Dy = 1.6 and Dy = 1.9
achieves less thau 3% bit error for 7 or more frac-
tals per bit at 64 samples per fractal with 15%
(1.e. 0.15) nowse. In general, the bit error 1s less
if A is larger.

CONCLUSIONS

Fractal modulation i1s a technigue which at-
tempts to embed a bit streamn in fractal noise
As ex-
pected, the error associated with recovering the
bit stream 1s critically dependent on the SNR.
The reconstruction algorithm provides relatively

by modulating the fractal dimension.

low error rates with a relatively high level of
noise. provided the difference in fractal dimen-
siow is not too small and that many fractals per
bit are used. I any application. the param-
eter settings would have to optimized with re-
spect to a given trausmission environment. The
technique could work with lower SNRs if coupled
with a suitable inference engine.

The success of the technique (with regard to its
covert intent) cdepends on the appropriateness of
the transnission noise model used to embed a hit

streant. In this paper we have used a model com-
pounded in equation (1) which leads to a. PSDF
of the type w™. This power law is consistent
with statistically self-affine noise but is not ide-
ally suited to all noise. Another possible PSDF
is [5] | Uw) |*= Aw®9(w? +w?)™7 where g and ¢
are positive (floating point) numbers and A 1s a
constant. This PSDF represents a more general
and possibly, a more versatile model. It is con-
sistent with a wider range of noise than the one
considered here but it also poses a significantly
more difficult inverse problem [6]. Another possi-
ble extension to the fractal modulation technique
considered in this paper is to choose a larger
number of states ¢,.n = 1,2,... representing a
(renormalised) run length code for example.
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